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Radix Technologies Ltd. (“Radix”, “Company” or “we”) is commited to provide transparency 
regarding the security measures and policies which it has implemented in order to secure and 
protect its customers data, with emphasize towards personal data and personal iden�fying 
informa�on as defined under applicable data protec�on law (together "Personal Data"). 

As part of our data protec�on compliance process, we have implemented technical, physical 
and administra�ve security measures to protect Personal Data. This document outlines those 
technical and organiza�onal prac�ces. 

The Company security prac�ces, and management system are aligned with company’s 
cer�fica�on under iso 27001 security standard, and include the following: 

• Control Environment, Management Involvement and Overall Security Management 
Radix's data security prac�ces are anchored in a robust control environment, defined 
by a strong awareness and a�tude towards internal controls from its management 
under the supervision of the board. Authority and responsibility are clearly defined 
and communicated through organiza�onal structures and policies. Management 
rou�nely assesses risks and compliance, emphasizing security and confiden�ality. 
Human resources policies strengthen this framework, focusing on hiring competent 
personnel, providing necessary training, and ensuring compliance with security 
policies. The company's management ac�vely supports security-related development, 
alloca�ng adequate funding and resources as outlined in the global Radix security 
plan. 

• Risk Assessment and Mi�ga�on 
Having a pre-defined clear and detailed risk assessment strategy is integral to Radix 
data security framework, focusing on iden�fying, analyzing, and mi�ga�ng risks that 
could impact its objec�ves and its services. This involves a thorough evalua�on of 
informa�on assets, threats, and vulnerabili�es, both internal and external. The 
company employs a formal risk management program, con�nuously addressing 
informa�on security risks through a variety of treatment op�ons like acceptance, 
avoidance, mi�ga�on, and transfer. Key decisions on risk treatment are documented 
and approved annually by management (as part of the iso 27001 cer�fica�on), 
ensuring that risk mi�ga�on is effec�vely integrated into the company's overall risk 
management strategy. 

• Penetra�on Tes�ng 
An external web applica�on penetra�on test is conducted on a regular basis. Cri�cal 
and High issues are inves�gated and resolved in a �mely manner. High/Cri�cal issues 
are inves�gated and dealt with in accordance with Radix SDLC process or by any 
necessary means. A re-test is performed to verify the remedia�on of the relevant 
issues. 
 
 
 



• Access Control, User, and Permissions Management 
Radix implements stringent access control and user permissions management to 
ensure the security of its informa�on assets. Access is strictly limited to what is 
necessary for an employee's or contractor's role, governed by group-based 
permissions aligned with job descrip�ons and responsibili�es. This access is regularly 
reviewed and approved quarterly by management. Radix enforces robust password 
standards, including requirements for character complexity and password history. 
Addi�onal security measures include controlled system resource access, especially for 
higher privilege accounts, and enforced security se�ngs on company laptops like 
encryp�on, and remote wipe capabili�es. The company also has a prompt revoca�on 
process for user accounts upon job termina�on, further safeguarding against 
unauthorized access. Any remote access to Radix resources and data assets is 
regulated behind MFA mechanisms, in order to enforce and ensure stringent security 
measures. 

• Produc�on System Access 
Radix maintains rigorous access controls within its produc�on environment to 
safeguard system integrity and data security. Access to the produc�on environment is 
heavily restricted, with two-factor authen�ca�on, ensuring that only authorized 
personnel gain entry. For backup access, altera�ons and dele�ons are strictly 
controlled, accessible only to authorized users and again protected by two-factor 
authen�ca�on. The same level of security applies to source control and sensi�ve 
database access, ensuring robust protec�on against unauthorized changes or data 
breaches. 

• Physical Access and Visitors 
Physical access to the offices is restricted to authorized personnel using a designated 
key-code or key. The premises are further protected through an alarm system and a 
24/7 manned recep�onist or guard in the entrance to the building. Visitors are 
required to be always accompanied by a Radix employee during their stay. Employees 
encountering an unfamiliar or suspicious person wandering around the office are 
expected to ask them politely about the nature of their business and if necessary, 
accompany them to their host. Visitors are not allowed to access or connect to Radix 
company’s network or equipment. 

• Data Center Security 
Radix's data center security is reinforced through its reliance on AWS's global 
infrastructure, which encompasses facili�es, networks, hardware, and opera�onal 
so�ware. This infrastructure adheres to stringent security best prac�ces and complies 
with various security standards and regula�ons, including iso 27001, 27017 and 27018 
and Soc2.  

• Applica�on Security and SDLC 
Radix's applica�on security framework includes rigorous penetra�on tes�ng to 
prevent unauthorized access to confiden�al informa�on, with regular external tests 
and prompt resolu�on of cri�cal issues. They also implement robust vulnerability 
management, conduc�ng regular internal scans and quarterly produc�on network 
scans, ensuring �mely remedia�on of high-risk vulnerabili�es, especially in source 
code as part of the SDLC. 
 
 



• Logical Security 
Radix employs a managed configura�on system for server and patch management, 
maintaining hardened security se�ngs across devices. This is complemented by 
endpoint protec�on on employee devices and restricted so�ware installa�on, 
ensuring a secure and controlled applica�on environment.  

• Job Control 
All of the Company’s employees are required to execute an employment agreement 
which includes confiden�ality provisions as well as applicable data protec�on 
provisions binding them to comply with the Company’s policies, in par�cular the 
computer security policy. In addi�on, employees undergo a screening process 
applicable per regional law. In the event of a breach of an employee’s obliga�on or 
non-compliance with the Company’s policies, the Company includes repercussions to 
ensure compliance with the policies all according to the Company’s Employee's 
Manual.  

• Employee Awareness and Training 
Radix places a strong emphasis on security awareness and training for all employees, 
recognizing the importance of understanding their informa�on security 
responsibili�es. This is achieved through the communica�on of security policies and 
guidelines, underpinned by the Radix security awareness program. A mandatory 
annual security awareness training program is in place for all employees. This training 
covers cri�cal areas such as common security risks and threats, compliance with 
regula�ons, understanding of the Acceptable Use Policy, informa�on security 
prac�ces, data protec�on and customer privacy, laptop security, and awareness of 
social engineering tac�cs including fraud and phishing.  

• Encryp�on  
Radix employs robust data encryp�on strategies to protect both data in transit and 
data at rest, enhancing its overall data security posture. For data in transit, the 
company ensures secure communica�on between its customers and company assets 
through the use of HTTPS with TLS 1.2 authen�cated cer�ficates. All restricted 
informa�on assets, such as databases and backups containing customer data, are 
encrypted at least at the disk level. Moreover, customer content stored at rest is 
automa�cally encrypted using mul�ple encryp�on mechanisms. This process involves 
spli�ng data into chunks, each encrypted with a unique data encryp�on key. These 
keys are stored alongside the data but are encrypted with key encryp�on keys. These 
key encryp�on keys are managed within the providers' central key management 
services, which are redundant and globally distributed. This layered encryp�on 
approach ensures a high level of security for stored data, mi�ga�ng risks and 
enhancing customer trust. 

• Transfer Control 
Except for transfer data to our business partners, The Company does not transfer 
any Personal Data outside of the Company’s cloud servers. All transfer of Personal 
Data between the client side and the Company’s servers is protected using encryp�on 
and safeguards, as well as encryp�on of the Personal Data prior to the transfer of 
any Personal Data. The Company’s servers are protected by industry 
standards. Furthermore, the destruc�on of Personal Data following termina�on of the 
engagement is included within the contract between the par�es. In addi�on, to the 
extent applicable, the Company’s business partners execute an applicable Data 
Processing Agreement, all in accordance with applicable laws. 



• Data Reten�on 
Personal Data is retained for as long as needed to provide the services or as required 
under applicable laws. Individuals may request data dele�on; however, this request is 
not absolute and is limited, all as detailed in the Company Privacy Policy. 

• Vendor Security and Management 
Prior to the Company’s engagement with third party contractors, the Company 
reviews such third party’s security policies to ensure it complies with the Company’s 
standard for data security protec�on. Third party contractors may solely access the 
Personal Data as explicitly instructed by the Company. Any relevant supplier is 
required to sign a DPA or an NDA in accordance with its processing opera�ons on 
behalf of the Company. The Company reviews its vendors on an annual basis as part 
of its iso 27001 cer�fica�on.  
 

https://www.radix-int.com/privacy-policy/

